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Calling All Fraudsters   
)PX�MBQTFE�44-�DFSUJmDBUFT 

expose your business—and what 

you can do about them

Does your business extend regular 
invitations to criminals? You might be 

surprised at how many organisations do. While 

nearly every company with an online presence 

UIFTF�EBZT�VTFT�44-�DFSUJmDBUFT�UP�LFFQ�
valuable data safe, most of them are not good 

BU�LFFQJOH�UIFN�VQ�UP�EBUF��

44-�DFSUJmDBUFT�BSF�QBSU�PG�FWFSZEBZ�POMJOF�MJGF�UIFJS�
SFBTTVSJOH�QSFTFODF�SFWFBMFE�CZ�UIF�AIUUQT��QSFmY�PS�UIF�
green address bar that tells you a website is safe. Yet 

UIFZ�DBO�CF�USJDLZ�UP�NBOBHF��8IFO�44-�DFSUJmDBUFT�

lapse, the door is open for fraudsters to help themselves 

to personal information and credit card details, and to 

MJTUFO�JO�PO�ZPVS�DPOmEFOUJBM�EJTDVTTJPOT��*G�SFOFXBMT�
go wrong, the consequences can damage your brand. 

In the sections below, we explain in clear terms how 

PSHBOJTBUJPOT�DBO�LFFQ�UIFJS�POMJOF�QSPQFSUJFT�BOE�UIFJS�
customers—safe.

5IF�QSPCMFN�JT�UIBU�44-�DFSUJmDBUFT�OFFE�UP�CF�SFHVMBSMZ�
SFOFXFE�UZQJDBMMZ�FWFSZ�POF�UP�UISFF�ZFBST��"OE�VOMJLF�
EPNBJO�OBNFT�SFOFXBM�JT�OPU�B�TJNQMF�NBUUFS�PG�NBLJOH�
B�QBZNFOU��&BDI�UJNF�44-�DFSUJmDBUFT�BSF�SFJTTVFE�
through a process called Domain Control Validation, 
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44-�DFSUJmDBUFT�FODSZQU�TFTTJPO�JOGPSNBUJPO�BOE�BTTVSF�
users that they are visiting a legitimate, trusted website. 

They establish a protocol for secure communications 

between client and server.

�� &YUFOEFE�7BMJEBUJPO�$FSUJmDBUFT�PGGFS�UIF�IJHIFTU�
levels of encryption, security and trust. They are 

recommended for all online businesses and feature 

the reassuring green address bar.

�� 1SFNJVN�$FSUJmDBUFT�JODMVEF�GVMM�CVTJOFTT�BOE�
company validation, and provide higher levels of trust 

UIBO�EPNBJO�POMZ�44-�DFSUJmDBUFT�CVU�MBDL�UIF�HSFFO�
address bar.

�� 8JMEDBSE�$FSUJmDBUFT�TFDVSF�VOMJNJUFE�TVCEPNBJOT�
PO�B�TJOHMF�DFSUJmDBUF�SFNPWJOH�UIF�OFFE�UP�NBOBHF�
BOE�USBDL�JOEJWJEVBM�DFSUJmDBUFT�

�� 6$$�4"/�$FSUJmDBUFT�DBO�DPOUBJO�VQ�UP�����EPNBJO�
OBNFT�JO�B�TJOHMF�DFSUJmDBUF�

66/�FHUWLÀFDWHV��WKH����VHFRQG�LQWURGXFWLRQ
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their owners must prove they are the rightful owners of 

UIF�EPNBJO�OBNF�UP�XIJDI�UIF�DFSUJmDBUFT�BQQMZ��5P�BEE�
further stress to the process, there is usually a limited 

XJOEPX�PG�UJNF�JO�XIJDI�UP�SFOFX�B�44-�DFSUJmDBUF�

If you only have one or two domain names and don’t deal 

XJUI�TFOTJUJWF�EBUB�MJLF�DMJFOU�MPHJO�EFUBJMT�PS�DSFEJU�DBSE�
information, this might not be a problem. Indeed you 

NBZ�OPU�FWFO�OFFE�B�44-�DFSUJmDBUF��

Essential—but hard to handle

But most organisations do. Many use websites for 

F�DPNNFSDF�PS�IBWF�MBSHF�OVNCFST�PG�SFHJTUFSFE�VTFST��
Others are sensitive to casual visitors’ concerns about 

security: with cybercrime on the rise, people need 

assurance that they’re not being compromised when 

using a website. Increasingly, companies are applying 

44-�DFSUJmDBUFT�UP�UIFJS�CBTJD�XFCTJUFT�BOE�VTJOH�UIFN�
for internal purposes, too.

Multiply this across several countries and a collection of 

EPNBJO�OBNFT�BOE�JU�T�FBTZ�UP�TFF�IPX�44-�DFSUJmDBUF�
management becomes a thorny issue for medium to 

large organisations.

To offer an analogy with the physical world, it’s as if 

security at any of your facilities, anywhere around the 

globe, could become instantly compromised at any time. 

Arguably, the consequences are worse online, where 

trust is your most valuable currency. When an online 

retailer serves up a security error message, for example, 

the brand damage is immediate and visible everywhere. 

"OE�ZPVS�DPNQFUJUPST�BSF�POMZ�B�DMJDL�BXBZ�

Even top brands and experts slip up

-BTU�TVNNFS�B�SFTFBSDIFS�VODPWFSFE�TFDVSJUZ�nBXT�
at one of UK’s retail giants, including inconsistent 

VTF�PG�44-�DFSUJmDBUFT�BDSPTT�JUT�TJUF��5IF�SFTVMU�XBT�
widespread negative publicity and scrutiny from the 

*OGPSNBUJPO�$PNNJTTJPOFS�T�PGmDF�BU�B�UJNF�XIFO�
UIF�DPNQBOZ�XBT�MPPLJOH�UP�CVJME�PVU�JUT�F�DPNNFSDF�
operation. 

Nor are the experts immune. The UK’s internal security 

BHFODZ�.*��TVGGFSFE�B�CSJFG�CVU�SFQVUBUJPO�EBNBHJOH�
XFCTJUF�HMJUDI�JO�"QSJM������XIFO�JU�XBT�MBUF�JO�SFQMBDJOH�
BO�FYQJSFE�DFSUJmDBUF���"MTP�MBTU�ZFBS�UIF�XFCTJUF�GPS�
Sage Pay, a business payment service, presented users 

with a “This connection is untrusted” error message  

when the company experienced a delay updating an 

44-�DFSUJmDBUF�

If even top brands and security experts are having 

QSPCMFNT�NBOBHJOH�44-�DFSUJmDBUFT�IPX�JT�FWFSZPOF�
else doing? Not well, as research carried out by CSC 

%JHJUBM�#SBOE�4FSWJDFT�JO�'FCSVBSZ������SFWFBMFE��8F�

GPVOE�UIBU�PG�UIF�UPQ��������EPNBJOT�SBOLFE�CZ�UIF�XFC�
JOGPSNBUJPO�mSN�"MFYB�NPSF�UIBO������IBE�FYQJSFE�44-�
DFSUJmDBUFT�BOE�PWFS�����XFSF�TFU�UP�FYQJSF�XJUIJO�TFWFO�
EBZT��8IBU�T�NPSF�PWFS�������IBE�DFSUJmDBUFT�UIBU�
SFGFSFODFE�BO�JODPSSFDU�EPNBJO�OBNF��.PSF�UIBO�����PG�
UIF�DFSUJmDBUFT�XF�GPVOE�XFSF�.%��DFSUJmDBUFT�XIJDI�BSF�
QBSUJDVMBSMZ�WVMOFSBCMF�UP�BUUBDL�

.PTU�MJLFMZ�NBOZ�PG�UIFTF�EPNBJOT�IBWF�CFFO�NBOBHFE�
piecemeal. As CSC Digital Brand Services Product Expert 

,FO�4DINJE�QPJOUT�PVU�i*U�T�OPU�VOVTVBM�UP�mOE�44-�
renewals being handled by individuals who might then 

MFBWF�UIF�DPNQBOZ�UBLJOH�BMM�UIF�SFMFWBOU�JOGPSNBUJPO�
with them. We also see different departments buying 

DFSUJmDBUFT�GSPN�EJGGFSFOU�WFOEPST�DSFBUJOH�MPUT�PG�EJGGFSFOU�
MJTUT�PG�EPNBJOT�BOE�DFSUJmDBUFT��0GUFO�FWFSZUIJOH�JT�
just managed on a spreadsheet, or worse, several 

spreadsheets.”

$FOUSBMJTBUJPO�JT�UIF�LFZ
The good news is that while digital signatures may seem 

DPNQMFY�NBOBHJOH�UIFN�JT�OPU��5IF�LFZ�BDDPSEJOH�
to Schmid, is centralisation. “Having a single overview 

To offer an analogy with the physical world, it’s as if security at any of 

your facilities, anywhere around the globe, could become instantly 

compromised at any time. Arguably, WKH�FRQVHTXHQFHV�DUH�ZRUVH�
online, where trust is your most valuable currency. 
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$FSUJmDBUF�USPVCMFT 

in high places 

CSC Digital Brand Services research conducted in 

'FCSVBSZ������GPVOE�UIBU�PG�UIF�44-�DFSUJmDBUFT�JO�
VTF�BU�UIF�UPQ��������"MFYB�SBOLFE�XFCTJUFT��

���2YHU��������UHIHUHQFHG�WKH�ZURQJ� 
domain name 
	.PTU�CSPXTFST�XJMM�DPOmSN�UIBU�B�TJUF�T�44-�DFSUJmDBUF�
matches the name that is listed on it (and display a warning 

NFTTBHF�XIFO�JU�EPFTO�U
��0GUFO�GPS�DPTU�DVUUJOH�SFBTPOT�
companies repurpose their existing  

44-�DFSUJmDBUFT�GPS�PUIFS�TJUFT�FTQFDJBMMZ�UIF�NPSF�
FYQFOTJWF�&7�DFSUJmDBUFT�UIVT�DSFBUJOH�OBNF�NJTNBUDIFT�


���0RUH�WKDQ�������ZHUH�H[SLUHG

���0RUH�WKDQ�����XVHG�D�YXOQHUDEOH�
FHUWLÀFDWH�W\SH

���2YHU�����ZHUH�GXH�WR�H[SLUH�ZLWKLQ�GD\V

ADVERTISEMENT

%/4��.BJOUBJOJOH�WJUBM�MJOLT�
<RXU�FRPSDQ\·V�RQOLQH�SUHVHQFH�LV 

RQO\�DV�JRRG�DV�WKH�LQIUDVWUXFWXUH�EHKLQG�LW��
$4$�%JHJUBM�#SBOE�4FSWJDFT��FOUFSQSJTF�DMBTT�%PNBJO�/BNF�4ZTUFN�	%/4
�TFSWJDFT�PGGFS�

the stability you expect and the security you need when servicing clients around the world, 

BOE�XJMM�IFMQ�CSJOH�TVDDFTT�UP�ZPVS�F�DPNNFSDF�FGGPSUT�BOE�PUIFS�POMJOF�TUSBUFHJFT�

Our DNS services are provided through our partnership with VeriSign, which maintains the 

most robust DNS infrastructure on the planet. VeriSign is responsible for the .com and .net 

UPQ�MFWFM�EPNBJOT�	5-%T
�UIF�GFEFSBMMZ�BVEJUFE��HPW�5-%�BOE�PUIFS�DSJUJDBM�FYUFOTJPOT��

CSC Digital Brand Services puts the reliability and global distribution of the  

world’s best DNS infrastructure on your side. 

5P�MFBSO�NPSF�WJTJU�XXX�DTDHMPCBM�DP�VL�PS�
email us at DBServices@cscglobal.com 

Would  
you like more 
LQIRUPDWLRQ"

Please email us at  

DBServices@cscglobal.com
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Missed an issue? Download your 

copy of The Brand Bulletin, issue 5 today by 

visiting:ZZZ�FVFJOREDO�FRP�EUDQGEXOOHWLQXN

PG�BMM�ZPVS�44-�DFSUJmDBUFT�JT�UIF�NPTU�JNQPSUBOU�TUFQ�
UPXBSE�NBLJOH�TVSF�ZPV�EPO�U�NJTT�FYQJSZ�EFBEMJOFT�
and avoiding duplication,” he says. “And it has other 

BEWBOUBHFT�UPP��:PV�DBO�BMTP�VTF�UIJT�WJFX�UP�NBLF�TVSF�
each of your digital properties has the appropriate level 

of security. It also helps you to allocate costs correctly.”

This centralisation also holds out the possibility for 

organisations to manage all of their digital assets—

EPNBJOT�BOE�TPDJBM�NFEJB�QSPmMFT�BT�XFMM�BT�
DFSUJmDBUFT�JO�POF�QMBDF��5IBU�XBZ�BT�DPNQBOJFT�HSPX�
PS�NPWF�JOUP�OFX�NBSLFUT�XJUI�EJGGFSFOU�SVMFT�UIFZ�DBO�
RVJDLMZ�BTTFTT�IPX�UIFJS�EJHJUBM�BTTFUT�NFBTVSF�VQ�UP�
QPUFOUJBM�SJTLT�

&GmDJFOU�WBMJEBUJPO�JT�UIF�PUIFS�DSJUJDBM�TUFQ�BDDPSEJOH�

to Schmid. “Validation is an essential part of SSL 

DFSUJmDBUF�SFOFXBMw�IF�TBZT��i#VU�JU�DBO�UBLF�EBZT�GPS�
FBDI�DFSUJmDBUF��'PS�BOZ�PSHBOJTBUJPO�XJUI�NPSF�UIBO�
B�GFX�DFSUJmDBUFT�UIJT�OPU�POMZ�DSFBUFT�B�NBKPS�BENJO�
IFBEBDIF�JU�BMTP�JODSFBTFT�UIF�MJLFMJIPPE�PG�NJTTJOH�
renewal deadlines. It’s important to streamline this part of 

the process as much as possible.”

3FMJBCMF�44-�DFSUJmDBUF�NBOBHFNFOU
$4$�%JHJUBM�#SBOE�4FSWJDFT�SFDPNNFOET�B�TJNQMF�UISFF�
TUFQ�BQQSPBDI�UP�NBOBHJOH�44-�DFSUJmDBUFT�JO�B�TFDVSF�
BOE�DPTU�FGGFDUJWF�XBZ�

���Analyse�ZPVS�DFSUJmDBUFT�BOE�EPNBJO�OBNFT�UP�mOE�
PVU�XIBU�44-�DFSUJmDBUFT�ZPV�PXO�BOE�IPX�NVDI�UIFZ�
are costing you.

���Consolidate�ZPVS�QPSUGPMJP�PG�DFSUJmDBUFT�TP�
SFHJTUSBUJPO�SFOFXBM�BOE�WFSJmDBUJPO�DBO�BMM�CF�
managed from one place.

���'HYHORS a policy as you would for domain names or 

TPDJBM�NFEJB�BDDPVOUT�TP�ZPV�DBO�NBOBHF�DFSUJmDBUFT�
FGmDJFOUMZ�PO�B�DPOUJOVJOH�CBTJT�

About CSC Digital Brand Services:

'PVOEFE�JO������$PSQPSBUJPO�4FSWJDF�$PNQBOZ® (CSC®) 

QSPWJEFT�CVTJOFTT�MFHBM�BOE�mOBODJBM�TFSWJDFT�UP�NBOZ�PG�UIF�
XPSME�T�MBSHFTU�DPNQBOJFT�MBX�mSNT�BOE�mOBODJBM�JOTUJUVUJPOT��
"O�*$"//�BDDSFEJUFE�EPNBJO�OBNF�SFHJTUSBS�TJODF������
CSC Digital Brand Services is the trusted partner of more 

UIBO�IBMG�UIF�����#FTU�(MPCBM�#SBOET�	*OUFSCSBOE¥
�BOE�UIF�
customer approval leader for domain name services (World 
Trademark Review�����
��$4$�%JHJUBM�#SBOE�4FSWJDFT�IBT�
BO�FOE�UP�FOE�TPMVUJPO�GPS�FWFSZ�CSBOE�QSPUFDUJPO�OFFE�GSPN�
strategic domain registration and online monitoring to SSL 

DFSUJmDBUFT�BOE�USBEFNBSL�TDSFFOJOH��

Visit www.cscglobal.com today to learn more.
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Would  you like more LQIRUPDWLRQ"
Please email us at  DBServices@cscglobal.com


